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What 1s eAuthentication?

* What Is eAuthentication?
* What Is a Federation?

* What Is Transitive Trust?
* How arethey different?
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i | et’s Start with A Math L esson

* Trangitive property of equality

Ifa=bandb=c

Thena=c
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Trandate That To Trust

Christopher trusts Nicholas
Nicholas trusts Stephanie

Christopher will (usually) trust Stephanie
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gl Boundariesof Trust

* Thesetrust relationships can only go so far.

* We probably would not trust afriend of afriend of a
friend of afriend.

* Therearenot indefinite levels of trust.
* The boundaries of your trust make up the Federation.
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Bl Federation

* A Federation isagroup of organizations that have agreed
to trust each other.

* All members of the federation trust all other members
within the federation.

* Separate agreements with each and every member are not
necessary.
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il Rules of a Federation

* All members of afederation agree to abide by the rules of
the federation.

* Each federation has some sort of “steering committee”’ that
decideson therules:

— Legal rules—who can participate and what can they do
within the federation.

— Technical rules —technical infrastructure and

specifications necessary to communicate with other
federation members.
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g A Federation Must Provide
* Privacy

* Strength of identity proof
* Regulation/ policies

* Easeof use

* Audit

* |Indemnification
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gl SO \What | s eAuthentication?

* eAuthentication is a Federation of US government
agencies and private sector organizations.

* GSA iscoordinating the federation

— Determined the legal policies required for joining
the network.

— Specified the technical requirements to participate.
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il [Federal eAuthentication

* Leverages many existing NIST standards
* Set standardsfor
— |dentity proofing
— SAML bindings
— Credential Assessment Framework
— Risk Assessment
* Interoperability lab
* Asof 6/30/06
— Sixteen agencies signed up as Relying Party
— Twelve Relying Parties in production
— Six Credential Service Providers
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3| ectronic Authentication Partnership

* EAPiIsamulti-industry partnersnip that is bringing
together both the public and private sector.

* Replacing custom bilateral agreements with a uniform
set of rules.

* Devedoping astandard evaluation process for
credentials and setting uniform approaches and
minimum requirements for authentication.
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Authentication vs. Authorization

* Members of afederation determine what to
trust and for what purposes on an application
level basis.

* Authenticate locally.
* Passwords never go over the wire.
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il cAuthentication L evels of Risk

* Each application needs to determine its level of risk.

— A public service to reserve campgrounds is avery
low risk.

— A financial application for grants and loansis a
higher risk, but thereis no risk of loss of life.

— The security codes to access a nuclear warheads is
avery very high risk.
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¢y cAuthentication Credential Strength

 NIST hasdefined four levels of usar authentication in M-
04-04.

— Levd 1: little or no confidence
— Levd 2: Some confidence
— Leve 3: High confidence

* Leve 4. Very high confidence

* These are based on the strength of identity proofing and
strength of credentials.

— Something you know (e.g. password)
— Something you have (e.g. ID badge)
— Somethi . fingerprint

o |START HERE
Brben . GO FURTHER
FEDERAL STUDENT AID




k23 Shibboleth

* Shibboleth is open source software which provides
Web Single SignOn (SSO).

* Uses Security Assertion Markup Language (SAML) as
defined by OASIS.

* Access control based on attributes

— Users can usually decide which attributes are
released to each service provider.

— Each service provider can specify a minimum set of
requirements necessary to grant access.
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|nCommon

Federation to support acommon framework to
access online resources In support of education
and research.

Uses Shibboleth as the federating software.

Provides standard conduct for all membersto
collaborate.

Economies of scale for contractual
agreements.
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k23 M embers of |nCommon

* The Ohio State University * Case Western Reserve
* The University of Chicago Unlversty. _
Universit of California. Los Angdl * Cornel University
NIVErSTEy OF -AlTormia, oS ANGEES - partmouth
. Unwersuty of California, Office of the , Georgetown University
President * Internet2
* University of Californig, Riverside  « Miami University
* University of California, San Diego ¢ Napster, LLC
° Un|vers|ty Of ROCheSter ¢ Oh|0|_|nk - The Oh|0 leral‘y &
University of Southern Californi Information Network
nfverSf y O .u | e.rn ifornia . Penn State
* University of Virginia » Stanford University
* University of Washington e SUNY Buffalo
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Other Shibboleth Feder ations

* University of Maryland — 16 campuses

* University of Texas— 23 campuses

* University of California system

* Cdifornia State system
* The Ohio State University
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il Prominent | nternational Feder ations

* FEIDE — Norway
— Educational sector in Norway.
* HAKA Federation — Finland

— |dentity federation of Finnish universities, polytechnics
and research institutions

* SDSS - United Kingdom
— Federation for managing access to UK academic online
resources
* SWITCH — Switzerland
— Eleven universities - more than 140,000 users

— Morethan 80 resources - primarily in thefield of e-
learning
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B | nter-Federation Models
* Some organizations will join several federations and
manage them as distinct groups.

* A more streamlined approach, though more difficult, isto
create peering arrangements between the distinct
federations.

— These peering arrangements allow all members of one
federation to access the resources of the other
federation.

— Some peering arrangements may be bilateral — meaning
the sharing works both ways.
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R | NCommon and eAuthentication

* InCommon and the federal eAuthentication are
working on a peering agreement to allow membersto
Interoperate

— High priority effort by PMO

— One group working on policy

— One group working on the technology
— Hoping for agreement by 9/30/06

— Looking to demo in 12/06
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Kl | nCommon and eAuthentication Phases

* Phasel)
— Use the existing SAML 1.0 profile
— NSF FastLane
— Department of Education systems
— Small number of campus users
* Phase?2)
— Upgrade to the SAML 2.0 profile
— More agency applications and more agencies
— More campuses
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il Horizontal vs. Vertical Federations

 Most federations take a horizonta dice of the
application space
— The federation deals with authentication and

authorization but does not care about the actual
DUSI NESS Process.

e Somefederationstake avertical dice of abusiness

Process

— The federation deals with one specific line of
business or one specific application within aline of
business.
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A Vertical Federation for Student Aid

* Meteor isan effort to provide financia aid professionals
and students with online aggregated financial aid award
Information from various industry participants.

 Meteor enables students to obtain detailed, real time
student aid information directly from the web.

* Meteor enablesthe financial aid professional to supplement
their counsealing services.
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Types of Data Availlable

* FFELP

* Alternative/Private Loans

o State Grants & Scholarships (Summer 2006)
* Perkins (In development)

* Direct Loans (Planned)

* Pell Grants (Planned)
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il The M eteor Process

Access Data Providers
Users :
Providers
IM/"' 3
A i IHEIH! ) -
Financial Aid Professional
or
Student/Borrower
or
Access Provider 9
Representative
or Index
Lender

Providers
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el Authentication Process:

* Student logs into Access Provider site (i.e. school,
lender, servicer or guarantor)

* Access Provider follows their local authentication
procedures, assigns arole and retrievesthe
appropriate assurance level from the Meteor Registry

* Access Provider builds the security assertion

— AP UniquelD

— User Role

— End User |dentifier

— Authentication Process ID

— Assurance Leve
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il Authentication Process:

* Access Provider digitally signsthe request and
gueries the Index Provider

* |Index Provider validates the provider (digital
certificate) against the Registry;
* |ndex Provider builds aresponse message and

digitally signs and sends the request to the Access
Provider
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sl Authentication Process:

Access Provider recalves the response and validates the
provider against the Registry; validatesthe digital
signature; validates assurance levels for Data Provider
requirements; builds, signs, and sends the request message

The same validation process continues for the Data
Provider’s recelpt and response and the Access Provider’s
recelpt and display of the Meteor messages.
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Clearinghouse as I ndex Provider

* 100% of FFELP guarantee volume
* Over 5.6 million Direct Loan Program accounts
* Over 13.2 million FFELP servicer accounts

* Over 1.6 million Perking/Private/Alternative Loan
servicer accounts (including some managed by
schools themselves)
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Rl V| eteor Customization

* Meteor screens can be customized to blend with
the service providers current web services

* Meteor alows a service provider to customize the
use of the data provided in the Meteor Network

—e.g. MYF Exit Counseling application
* Not a standard Meteor implementation
* Customized screens

* Further integration is possible!

* Meteor software can be used in other internal
applications with approval fromthe MAT
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gy Reliability and Security

* Dataissent directly from the data provider’ s system and
IS not altered in any way within the Meteor software

* All dataiséeectronically transmitted securely using SSL
encryption

* Independent audit showed no serious vulnerabilities
with the software
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By Building Trust and Integrity

* The Meteor Advisory Team sought input and expertise
regarding privacy and security from the sponsoring
organizations and the NCHELP Legal Committee.

* Analysiswas provided in relation to GLB and individual
state privacy laws.

* Theanaysisreveaed that Meteor complied with GLB,
FERPA, and known state privacy provisions.
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Creating the Federation

Challenges and Opportunities
* Policy
— Provider digibility
— Security and privacy
— Removal from the network
* Consensus Building
— Over 40 providers (challenge!)
* Collaboration
— Over 40 providers (opportunity!)
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d | essons |lear ned

* The policy work is much harder than the
technical work.

* Thelegal staff at every member will need to
review the policies.

* Usually need to be educated.
—Why federations work

—Why they are secure
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Y Benefits of Feder ations

* Business process optimization.

* No need to manage large userid database.

e Get the authentication information from the
very best sourcel
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i Possible Future Directions

* |dentity Providers
— College Board and ACT
— More schools
— FAMS vendors
* Service Providers
— Department of Education
— Lenders, Guarantors, Servicers
— School Information Systems
— Many many others
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d Questions, Comments, Suggestions
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8 Contact | nformation

Tim Bornholtz
Phone: 540-446-8404
Emall: tim@bornholtz.com
Web: http://www.bornholtz.com

Federal eAuthentication - http://cio.gov/eauthentication
Electronic Auth Partnership - http://eapertnership.org
InCommon - http://incommonfederation.org

Shibboleth - http://shibboleth.internet2.edu

Meteor - http://nchelp.org/Meteor.htm
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